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A Captcha has its vital role for Web based Applications enjoyed over Internet. It serves as the 
security gateway and provides permission when it testifies parameters according to its requirements. 
CAPTCHA points out the difference between Robots (Automated Bot) and Human Beings. So that 
our system will not suffer illegitimate use. Continuous trends have evolved with the advancement of 
technology to defy the CAPTCHA Security system. With recent advancements in cracking 
techniques, some Approaches grew old and some attain attention with development. Herein we 
present detailed investigation of Cracking Approaches for Graphical Text Based CAPTCHA 
Techniques. 
 

 
 
 
 
 
 

 
 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 
 
 
 
 

 
 
 
 
 
 
 

 
 

  
 

 
 

INTRODUCTION 
 

After password the highly used authentication mechanism is 
the CAPTCHA mechanism where CAPTCHA is an acronym 
for “Completely Automated Public Turning Test To Tell 
Computer and Humans Apart”[1]. CAPTACH is based on 
“Turning Test” which works in accordance with HIP ”Human 
Interactive Proof”[2]. Captcha provide secure compact 
Mechanism to protect and safeguard system against Automated 
Bots. After the evolution of CAPTCHA it provide compressive 
security mechanism for different types of services used over 
Internet. Though CAPTCHA provide coherent secure 
mechanism yet it faces hardships in terms to defend against 
cracking attempts. The attempt of cracking testifies the defense 
mechanism of CAPTCHA. CAPTCHA is the subset of 
“Artificial Intelligence” it runs in accordance to determine 
HCI, where HCI is “Human Computer Interaction” it explores 
the gateways for establishing contact between Machine and 
Human Being. 
 

Day by day research is performed in the field of security and 
hence enormous amount of work is present on CAPTCHA. 
Time attacks were testified in [3], the authors examined the 
strength, frequency and explained detailed procedure to 
enhance the quality of strength and frequency. With relevant 

literature here in this paper we figured out trends to have 
healthy calculation for coming flow in cracking tactics for 
Graphical Text Based CAPTCHA. 
 

Graphical Text Based CAPTCHA 
 

The CAPTCHA was introduced in 2000 at “Carnegie Mellon 
University” in commercial scenario. In order to provide 
protection to ‘Yahoo Chat room’ Along with CAPTCAH 
introduction, cracking CAPTCHA by exploring took place. 
Through passing years many seminars, debates were held and 
often took place day by day in order to maintain stability in this 
platform. 
 

The strength and protection of Graphical Text Based 
CAPTCHA merely lies in its Misrepresentation that involves 
Inference, Distortion. The main attribute of Graphical Text 
Based CAPTCHAare as under. 
 

1. Broad intermixed character set, involving numbers and 
alphabets. 

2. Special characters and symbols can also be the part of 
CAPTCHA along with numbers and alphabets. 

3. Character string of variable length. This variation in 
length add stiffness against cracking. 
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4. Color composition with respect to background should be 
same so as to withstand recognition percentage. 

 

With the implementation of above mention attributes we can 
have CAPTCHA more protected against cracking possibilities. 

Figure 1: showing Hierarchy of Breaking Techniques in 
Graphical Text Based CAPTCHA. 
 

 
 

 
 

Figure 1 Hierarchy of Breaking Techniques in Graphical Text BasedCAPTCHA 

 
 
 

Preprocessing procedure for cracking graphical 
Text Based Captcha 

 

Preprocessing formulates the beginning state for defying 
Graphical Text Based CAPTCHA. In this procedure the 
CAPTCHA is firstly exploited for vulnerabilities to have soft 
bypass before subjecting Captcha to Segmentation and 
Recognition. The Preprocessing procedure involve CAPTCHA 
Binarization, CAPTCHA  thinning and CAPTCHA  Denoising 
apart from this some more procedures can also be employed 
depending upon the need for feasible solution.As in figure 2. 
 

 

Figure 2 Preprocessing procedure for cracking graphical Text Based Captcha 
 
CAPCTAH Binarization 
 

In this the CAPTCHA is highlighted so as to eradicate 
background misrepresentation which is their, for making 
cracking tuff. In this CAPCTAH is determined mainly for 
global threshold, Dynamic threshold as used in sauvola[4], and 
otsu’s method for threshold. 
 

CAPTCHA Thinning 
 

The Captcha boundary is highlighted for smooth processing. 
This also include subjecting CAPTCHA to Non iterative 
algorithm and iterative algorithm as Hilditch algorithm in[5], 
zhang and Suen algorithm in[6] explored CAPCTAH thinning 
ways. In CAPTCHA thinning the character space shall not vary 
before and after thinning. 
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CAPTCHA Denoising 
 

It involves choosing appropriate technique for noise removal. 
As noise is present to misrepresent the CAPTCHA hence 
making it tuff to crack? Noise also results while CAPTCHA is 
subjected to Binarization. Different approaches for removal of 
noise are Domain spatial, Gibbs and Hough transform, 
Morphology based removal scheme, technique based on 
attached components, approach based on wavelet 
transformation.  
 

Graphical Text Based CAPTCHA Cracking 
Advancements 

 

Enormous amount of research is present for cracking 
CAPTCAH. Various researchers have designed different 
approaches to defy CAPTCAH. Mostly Segmentation and Non 
Segmentation Methods are adopted to defy CAPTCHA 
Security mechanism.  
 

Segmentation Approach:this approach is adopted in phased 
manner depending upon task to solve. During this approach; 
character gap[7], connected region[8], vertical projection[9], 
connected regions[5] are performed on CAPTCHA for 
recognition scenario calculation is performed on the parameters 
to determine distortion evaluation[7],  statistical character 
pixels[9], SVM[10]. 
 

Approach of cracking using segmentation on Graphical Text 
Based CAPTCHA are categorized under two scenarios (i) 
Based on Individual characters (ii) Based on character outline. 
As in Figure 3. 
 

 
 

Figure 3 Graphical Text Based CAPTCAH Segmentation method of Cracking 
 

 
Based on Individual characters 
 

The Captcha is segmented and individual characters are 
obtained out of it. This approach involves character projection, 
connected components. Depending upon the outcome, we can 
use approaches on character width, character attributes and 
character contour. 
 

Character Projection method of Segmentation 
 

In this approach the precise feasible plane of character is 
determined by localizing among pixels subjected under 
different circumstances. This approach is applicable to 
determine tightly placed and loosely placed characters. Further 
connected components approach involveverticle, horizontal, 
projection guideline segmentation as in [1]. 
 

Connected components method of segmentation 
 

This approach is employed for adjoint characters, in order to 
determine tilt keeping in view the skewness and tight coupling. 
In tight coupled character set image approach is not much 
worth. 90% of success rate was achieved in[11] where the 
researchers worked on MSN CAPTCHA using vertical 
projection and connected components. In their procedure 
CAPTCHA image string is partitioned and block of characters 
are obtained and highlighted. Block of characters is obtained 
bearing different colors. Finally vertical projection produces 
outcome that is feasible solution. 
 

Character width based segmentation 
 

This approach of segmentation is employed when CAPTCHA 
image are not segmented individually. Researchers in[12], used 
changing width to segment CAPTCHA. Each character 
segmented pertain recognition results of four that provide 
optimal solution. The widths of character were taken on 
average. Where in researchers in[10] avoid to use average 
width as standard instead they used dynamic programming to 
obtain optimal segmentation where minimum and maximum 
widths are taken into consideration. 
 

Character feature based segmentation 
 

The inside and outside attributes are used to determine 
CAPTCHA string feature. In side feature of characters were 
revealed in[13], where classification was performed that 
involve inside attributes. 
 

Whereas researchers in [14], classified the outside feature with 
in the character set and provided” middle axis point separation” 
algorithm for CAPTCHA string. In this central pixel is used in 
background among two disjoint object pixels for points of 
segmentation. 
 

Contour character based method of segmentation 
 

In order to determine segmentation line contour character based 
method of segmentation is employed. Confidence interval was 
featured in research [15] to obtain segmentation line. 
 

Based on character outline 
 

Character outline segmentation involves structure based 
method of segmentation on character and filter based method 
for segmentation. The character outline segmentation focused 
on multiple characters than that of individual characters. 
 

Structure based method of segmentation on character 
 

Using this approach the segmentation is performed on 
component basis as the CAPTCHA image is discreted into 
black and white region, as discussed in[16] primarily black 
region is determined and white after that so as to figure out 
shared region to be identified easily.   
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Filter based method for segmentation 
 

In this approach Captcha is disintegrated into four ways by 
image processing approach of convolution. Using “Gabor 
filters” as primarily introduced in[17].   
 

Composite Approach of cracking Graphical 
Text based CAPTCHA 

 

This approach involves combination of individual segmented 
characters as per their character set’s so as to determine their 
recognition. Composite approach is followed by repetitive and 
non-repetitive approach of cracking. As shown in figure 4. 
 
 

 
 

Figure 4 Composite Approach of cracking Graphical Text based Captcha 
 

Composite approach of repetition 
 

The character generated and character obtained through 
possible choice are more than actual character generated as 
in[17] and in order to determine each character is labeled from 
up, down, right and left. 
 

Composite approach of non-repetition 
 

The characters generated and obtained through possible choice 
equate each other. In this scenario character overlap stroke are 
used to make complete character in case of non- repetition as 
done in[18]. 
 

Graphical Text Based CAPTCHA Recognition 
Approach 

 

The implementation of recognition approach include Template 
method for Recognition, Character Attribute Recognition 
approach and Expert system based approach for Recognition as 
in figure 5.  

 
 

Figure 5Graphical Text based CAPTCHA Recognition approach of cracking 

Template method for Recognition 
 

In this method of recognition similarity between thepixel 
characters are compared and most obtained i.e high similar is 
matched on the basis of local attributes and global property 
 

Traverse Scanning method for Recognition 
 

In this the similarity is obtained by region matching and 
correlation calculation. Firstly rough comparison is obtained 
and then exact comparison is made as figured out in[19].  
 

Comparing Approach of Local feature for Recognition 
 

In this the image is compared with the matching attributes of 
point set. Gimpy and EZ gimpy were cracked using local 
feature recognition by Malik in 2003[20] in order to achieve 
optimum outcome. This approach providehandy solution in 
“Shape Matching” and “Facial Recognition”. 
 

Character Attribute Recognition Approach 
 

The layout of characters bedrock on the approach with which 
they are made, discrimination can be done by analyzing the 
behavior of their design. The character attribute recognition 
approach involves Structure Based Approach of Attribute 
Recognition and Analytical Approach on Characters for 
Recognition. 
 

Structure based Approach of Attribute Recognition 
 

Yahoo CAPTCHA was cracked using structure based approach 
of attribute recognition[21] involving detection of closed loop 
and direction of characters. This approach enables to analyze 
the physical demography of characters that include concavo-
convex, loops, escalation point. 
 

Analytical approach on character for recognition 
 

In this approach the Boundary Attributes, Projection Attributes, 
Raw Snare Attribute are used to solve problems. This approach 
is mainly used for recognition as it stand worst for noise 
interference as discussed in[9] where CAPTCHA from 
Captchaservice.org were cracked with 100% success rate.  
 

Expert System Based Approach for Recognition 
 

These systems work on the behalf of the user by using the 
purpose based algorithms that provide robust outcome. The 
algorithms determine the CAPTCHA efficiently in order to 
crack the characters from it. Convolution approach, Deep 
Learning approach and Neural network approach for 
recognition are the three guided approaches for cracking 
CAPTCHA involving Expert System based approach for 
recognition. This approach is followed by training the 
systemfor number of iterations. 
 

Conventional approach for Recognition 
 

This Approach involvesthe use of classifiers like KNN and 
SVM. For obtaining closest neighbor sample KNN is used as 
in[17] KNN obtained highest success rate as compared to 
SVM, CNN. But was slower than CNN. 
  

SVM discriminates the data so as to show separability using 
Hyperplane. In SVM Kernal function compares true attribute in 
nonlinear fashion into wide dimensional space as discussed 
by[10] where comparison of kernel functions were made using 
”RBF,POLY,LINEAR and SIGMOID”. 
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Deep Learning Approach for Recognition 
 

It involves the employment of CNN, LSTM-RNN,RNN. Deep 
Learning in recognition provides better result in recognition of 
Graphical text based CAPTCHA. Good recognition accuracy of 
CNN was described experimentally in[2,11,16,13] where 
recognition was obtained without attribute extraction. 
 

Neural Network Approach for Recognition 
 

The ability to work like human neuron form the bedrock 
foundation of Neural network approach for recognition.  Due to 
the cognitive nature, Neural network is quite effective for 
CAPTCHA cracking. As shown in[22] where for cross entropy, 
back propagation neural network was used and as a result 
53.3% of precession  and 27,53% of precession was obtained 
on Captcha setsof MSN,eBay and Taboo.    
 

Graphical Text Based CAPTCHA Post-
Processing Approach 

 

When the results obtained from previous approach needs 
further refinement. The obtained outcome is subjected to post 
processing where efficient outcome is obtained. The post 
processing approach comprises of selection approach and 
denial approach for post processing. As shown in figure 6. 
 

 
Figure 6 Graphical Text Based CAPTCHA Post-Processing Approach 

 

Selection approach for Post-Processing 
 

Using local and global optimization the selection approach for 
post processing is employed. In local optimization only 
confidence interval is taken into consideration for separate 
characters. The characters with high confidence interval are 
selected for high accuracy as in [23]. 
 

For collective character outcome global optimization is 
employed using traverse graph in[4] along with confidence 
interval. Researchers in[10,17] use dynamic programming in 
order to determine effective and accurate results. 
 

Denial approach for Post-Processing 
 

The approach of Denial is employed in order to verify tested 
sample behold the training set that is analyzed for recognition. 
The Denial approach ensures high CAPTCHA recognition. 
 

Not much researchers have used the Denial approach for post 
processing. But string distance, Initial character, last character, 
confidence interval and multiple attributes were discussed 
in[22].   
 

Comparative Analysis 
 

On the basis of algorithm, approach employed and attribute 
selected.Various techniques have been evolved in order to 
determine the efficiency, advantages and disadvantage of 
Segmentation and recognition approaches. The comparison of 
segmentation approach and recognition approach are summed 
up in tabulated order as in table 1,2. 
 

Table 1Segmentation Approach Comparison 
 

Segmentation 
Approach 

Approach 
employed 

Adherence Tilt 
Misrepres
entation 

Overlap Description 

 
Based on 
Individual 
character 

Projection 
Connected 

Components 
Width 

Attribute 
Outline 

Yes 
No 
Yes 
Yes 
yes 

No 
Yes 
No 
No 
yes 

No 
Yes 
No 
No 
Yes 

No 
No 
No 
No 
No 

Overlapped 
Limited 

overlapping 
Sever distort 

Notable 
 

Based On 
individual 

Component 

Structure 
 
 

Filter 

Yes 
 
 

yes 

Yes 
 
 

Yes 

Yes 
 
 

yes 

Yes 
 
 

Yes 

Easy to 
segment 

 
 

Complex 

 

Strength and Weakness of Graphical Text Based CAPTCHA 
system were explored and discussed in[24]  as summed up in 
Table3. Procedural approaches were employed so as to 
determine strength, weakness and drawbacks of Graphical Text 
Based CAPTCHA. In order to provide the path for designing 
and crafting sound Graphical Text Based CAPTCHA that will 
withstand Breaking attempts, so as to provide compressive 
security mechanism for web based applications used over 
internet. 
 
Figure7 show the graphical result obtained after subjecting 
Chaac-CAPTCHA’H against cracking in[25]. It with stand 
cracking as compared to already existing CAPTCHA's, that 
include Gimpy, Ez-Gimpy, Secure image, Cryptography, 
Megaupload. Their work gave new CAPTCHA mechanism 
known as “Chaac-CAPTCHA” in two variants Easy and Hard 
variant and after experimental verification and calculation hard 
variant show 99% success rate to withstand cracking. 
 
 

 
Figure 7 Result obtained in[25] showing Chaac-H withstand cracking Attack 
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CONCLUSION 
 

With the detailed inquiry this research procures the 
advancements in cracking tactics of Graphical Text based 
CAPTCHA. Firstly we introduced different Graphical Text 
Based CAPTCHA Cracking Tactics fallowed by Hierarchy of 
cracking. Secondly we touted out detailed investigation for 
Preprocessing Approach, Segmentation Approach, Composite 
Approach, Recognition Approach and Post processing 
Graphical Text Based CAPTCHA approaches. After that we 
discussed the comparison in various research works and figured 
out the comparisons between segmentation approach and 
recognition approach depending upon attributes, algorithms, 
Advantages and Disadvantages. Finally we discussed the 
strength, weakness and drawbacks of Graphical Text Based 
CAPTCHA followed by experimental verification and 
calculation of hard variant Chaac-CAPTCHA as obtained in 
one of the research discussed which offer stiffness against 
cracking. 
 

Future scope 
 

Keeping in view the in-depth analysis for CAPTCHA cracking 
techniques we will be looking forward to devise the 
Recognition Engine. That will be Capable enough to Crack 
CAPTCHA depending upon the type of CAPTCHA and 
variants of CAPTCHA. 
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